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Abstract

Technology offers powerful tools for society, but restrictions on digital freedom and 
developments in the field of artificial intelligence, automation, and robotics raise serious 
concerns about the impact on human rights and the future of work. The development of the 
internet has expanded access to knowledge, as new media platforms have given activists quick 
ways to organize communities and exchange messages on a large scale.
Emerging technologies, such as artificial intelligence, can significantly enhance the availability 
and quality of data on which decisions are made in the public interest, by creating new 
opportunities, increasing efficiency, thereby maximizing human potential.
At the same time, rapid developments in the field of artificial intelligence, automation and 
robotics raise questions about their impact on human rights and the future of work. The use of 
machinery to increase productivity risks increasing social inequality through declining wage 
pressure and job losses. The growth of flexible work, far from the traditional one, facilitated 
by new technologies, has contributed to changing the nature of work by increasing the 
availability of flexible positions that offer opportunities for some, while negatively affecting 
the livelihoods of others.
And in the background, massive data collection can hamper free and fair societies, with 
implications also for the violation of the individual’s other rights and freedoms.
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Introduction

The field of artificial intelligence is evolving and its proponents believe that its 
continued development will create new opportunities in health, education, and 
transportation, generate wealth, thus contributing to the strengthening of the 
economy, and will be used to resolve pressing social issues.
On the other hand, replacing human intelligence with technological equipment can 
radically change the nature of work, resulting in massive job losses and increasing 
income inequality. Algorithmic decision-making by companies can also perpetuate 
human prejudices and lead to discriminatory outcomes. Significant expansion of the 
data collected and analyzed could also result in increasing the power of the companies 
that own this data and threaten the right to privacy. The rapid growth of the field of 
artificial intelligence also raises important questions about whether current policies, 
legal systems, due diligence business practices, and methods of protecting human 
rights are appropriate for the purpose.
It is increasingly accepted that there is a particular risk of collective or social harm 
from processes that use artificial intelligence. The potential systemic damage varies 
from the repetition of historical social inequality through algorithmic decision-
making, the rooting of social and economic disadvantages, to the destabilization of 
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the voting process in democratic elections.
Artificial intelligence can disproportionately cause more harm to vulnerable and 
marginalized people, including denying employment opportunities to certain groups 
of people and even depriving others of their freedom. Meanwhile the systematic 
impact of the use of artificial intelligence, especially automation in government 
services, has been recognized as a particular challenge to public law, having a direct 
impact on the guarantee of human rights.

Understanding artificial intelligence

Less than a decade after breaking the Nazi Enigma encryption machine and helping 
the Allied Forces win World War II, mathematician Alan Turing changed history 
for the second time with a simple question: “Can machines think?” Turing’s 1950 
work “Computing Machinery and Intelligence” and his subsequent “Turing” test set 
the basic purpose and vision of artificial intelligence. At its core, AI is the branch of 
computer science that aims to answer Turing’s question in a positive way. It is the 
attempt to replicate or simulate human intelligence on artificial intelligence devices. 1

The broad scope of artificial intelligence has sparked many questions and debates. 
So much, that no single definition is universally accepted. However, various scholars 
have tried to give a definition that is as closer to reality and comprehensive as possible, 
e.g. that which argues that artificial intelligence is “the ability of a digital computer or 
computer-controlled robot to perform tasks commonly associated with intelligent beings. The 
term is frequently applied to the project of developing systems endowed with the intellectual 
processes characteristic of humans, such as the ability to reason, discover meaning, generalize, 
or learn from past experience”. 2 
This term is used to refer to a diverse range of applications and techniques, at 
different levels of complexity, autonomy and abstraction. This widespread use 
includes learning machines, which draw conclusions, make predictions and make 
decisions about individuals (otherwise known as “self-learning tools”), domain-
specific algorithms, fully autonomous and linked, and so on. 3

The Impact of Artificial Intelligence on Democracy

Due to the great development of information technology, technological, economic, 
and political power has been accumulated in the hands of several key “players”: 
Google, Facebook, Microsoft, Apple, and Amazon, giving them influence, perhaps 
even unnecessary, in the fields of society related to opinion building in a democracy: 
governments, legislators, civil society, political parties, schools, education, journalism, 
journalistic education, and, most importantly, science and research.
More specifically, if we talk about the financial sphere, these information technology 
giants can afford to invest heavily in political and social influence, they can also 

 1   How Does Artificial Intelligence Work?, Built in.
 2   B.J. Copeland, Artificial intelligence, Britannica, 18 March, 2022.
 3   Article 19 Organisation, Privacy and Freedom of Expression In the Age of Artificial Intelligence, April 
2018.
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afford to buy new ideas and new businesses in the field of AI, or in any field other 
than an interest to their business model. Regarding the impact of these corporations, 
experience has shown that they control the infrastructures through which public 
discourse takes place. Sites like Facebook and Google are increasingly becoming 
the main, or even the only, source of political information for citizens, especially the 
younger generation, to the detriment of the fourth power.
The vast majority of advertising revenue now also goes to Google and Facebook, 
stripping newspaper headlines and making investigative journalism unaffordable. 
These corporations also collect users’ personal data for financial gain and increase 
the impact and reach of what they want to convey, as well as profile people based 
on their online behavior. In many cases, the personal information collected by their 
users has been used and made available to influence the outcome of certain election 
campaigns. 4

As a result, important consequences are created for democracy. If AI is used to define 
or influence people’s political beliefs, then individuals in our society can become 
susceptible to manipulation. Political strategists can use this information to identify 
which voters are likely to be persuaded to change their party affiliation or to increase 
or decrease their likelihood of going to the polls and then use resources to persuade 
them to do so. Such a strategy has been claimed to have significantly affected the 
election results in the UK and the United States. Also if AI can judge people’s 
emotional states and evaluate when they lie, these people may face persecution from 
those who do not approve of their beliefs, bullying, missed career opportunities, and 
even imprisonment or even death from the “hands” of the state. 5

Artificial intelligence and challenges related to the fundamental rights and 
freedoms of the individual

In addition to an effective legal regime, with clear and well-implemented legal 
obligations, there is a growing need for more attention in the design and development 
phase of artificial intelligence to ensure that human rights are guaranteed in products, 
services, and facilities that use new and evolving technologies. The impact of AI 
risk on individuals’ enjoyment of fundamental rights and freedoms has increased 
significantly, especially in relation to the right to privacy, the right to due process, 
freedom of expression, the right to equality and non-discrimination, as well as the 
right to work.

Artificial intelligence, the right to privacy, and due process of law

Artificial intelligence raises issues that go to the heart of the right to privacy. One way 
in which AI is already influencing privacy is through Intelligent Personal Assistants 
like Amazon Echo, Google Home, and Apple Siri. These voice-activated devices are 
 4   Nemitz, P,. (2018) Constitutional democracy and technology in the age of artificial intelligence. 
Philosophical Transactions of the Royal Society A: Mathematical, Physical and Engineering 
Sciences. 376 (2133).
 5   Study of the European Parliamentary Research Service - Scientific Foresight Unit (STOA), The 
ethics of artificial intelligence: Issues and initiatives, Mars 2020.
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capable of learning the interests and behavior of their users, but the biggest concerns 
have been raised about the fact that they can always be turned on and listening 
in the background. Digital assistants like Echo, Google Home, Siri are backed by 
sophisticated cloud-based artificial intelligence systems, connecting our homes via 
the internet with at least one speaker and an always-on microphone. Intelligent 
Personal Assistants are always ready to respond to specific commands, which they 
can remember forever. 6

A survey of the clients of Intelligent Personal Assistants showed that the biggest 
concern of people for privacy was the hacking of their device (68.63%), followed by the 
collection of personal information about them (16%), listening to their conversations 
24/7 (10%), recording private conversations (12%), disrespecting their privacy (6%), 
preserving their data (6%) and the ‘creepy’ nature of the device (4%). 7

Another aspect of AI that affects privacy is the Big Data. 8 Technology is now at 
the stage where long-term data can be stored for anyone who produces data that 
is stored, while their digital recordings can be retrieved using model recognition 
algorithms, which means that we have already lost the assumption of predetermined 
anonymity and privacy. 9 Each of us can be identified by facial recognition software 
or by extracting data from our shopping habits or social media. These online habits 
can indicate not only our identity but our political or economic predispositions, and 
what strategies can be effective in changing them. 10

Personal data can also be gathered from the words chosen to be written, or even 
the pressure of handwriting on the digital pen, which indicate the emotional state, 
including even if someone is lying. 11 This has important implications for privacy and 
anonymity, both online and offline.
All of these technological developments have the ability to interact and track our 
personal data from smartphone location tracking to motion sensors with integrated 
camcorders that film our movements. As a result, the distinction between the 
private and public spheres is blurred and the individual’s right to privacy is being 
threatened. 12

The use of AI to supervise individuals is increasing, as is the use of data generated 
through AI equipment in litigation, raising in many cases implications related to the 
right to a fair trial. For example, an Ohio judge ruled that data collected from a man’s 
pacemaker could be used as evidence that AI had committed arson. More specifically 
 6   Sauer, G. A Murder Case test’s Alexa’s Devotion to your Privacy. Wired, 2017.
 7   Manikonda, L., Deotale, A., & Kambhampati, S,. (2018). What’s up with Privacy? User Preferences 
and Privacy Concerns in Intelligent Personal Assistants. In: AAIA / ACM Conference on Artificial 
Intelligence, Ethics and Society. AEIS: 2018, 1-3 February, 2018.
 8   “Big Data” is understood as the availability of a large amount of data on all human activity and 
other processes in the world, which allow a special type of AI known as “machine learning” 
to draw conclusions about what happens next. after discovering patterns.
 9   Selinger, E. and Hartzog, W., Obscurity and privacy. In: Pitt, J. and Shew, A. (eds.). Spaces for the 
Future: A Companion to Philosophy of Technology, New York: Routledge, 2017.
 10  Cadwalladr, C. Revealed: How US billionaire helped to back Brexit. The Guardian, 2017.
 11  Hancock, J. T., Curry, L. E., Goorha, S., and Woodworth, M., On lying and being lied to: A linguistic 
analysis of deception in computer-mediated communication. Discourse Processes. 45(1): 1–23, 2007.
 12   Ruth Hickin, How are today’s biggest tech trends affecting our human rights?, World Economic Forum, 
11 December 2017.
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Ross Compton, 59, was indicted in January on serious charges of aggravated arson 
and security fraud on suspicion of starting a fire in September 2016 at his home in 
Court Donegal. The fire caused about $ 400,000 in damage. Compton, who had an 
artificial heart implant using an external pump, told police he was asleep when the 
fire started and that when he woke up and saw the fire packing some items in suitcases 
and bags, he broke the window glass of his room and threw his bags and suitcase out 
before taking them to his car. Police then obtained a search warrant for all electronic 
data stored on the Compton pacemaker, according to court records. Data obtained 
from the Compton pacemaker included heart rate, pacemaker demand, and heart 
rate before, during, and after a fire. A cardiologist who reviewed the data determined 
that it is very unlikely that Mr. Compton would have been able to collect, pack and 
remove the number of items from the house, get out of his bedroom window and 
keep items large and severe during the short period of time he has shown, this is due 
to his health condition. Meanwhile his defense lawyer argued that the pacemaker 
evidence should not be accepted because the request was a violation of constitutional 
rights of Compton and unreasonable seizure of his private information by arguing 
that it is fundamentally unfair to tell a person that the functioning of your body and 
its registration in relation to your illness is something the government should be able 
to obtain and use it to incriminate you. 13

The data collected from an Amazon Alexa device was also used as evidence by 
Arkansas police, who asked Amazon to hand over information collected by Echo of 
a murder suspect. Amazon advocates argued that the First Amendment protection of 
free speech also applies to information collected and sent from the device. Meanwhile 
the police had to prove that: (1) the state has a compelling need for information; (2) 
the material may not be obtained elsewhere; (3) the information required must be 
specific and (4) necessary for the investigation. 14

The U.S. Supreme Court, in 1967, in the Katz v. United States case, ruled that the use 
by the FBI of an electronic interception device located on the outside of a telephone 
booth was a violation of privacy and that the material collected could not be used as 
evidence in court. 15 This decision shows that there are limitations to what the police 
can do in their investigations. Amazon’s attempt to protect the data that Echo collects 
by calling for the implementation of the First Amendment is commendable, but the 
company did not address the real problem: Why is all this data on Amazon’s servers? 
The Amazon summary filed in Arkansas court confirms that the company stores 
recordings and transcripts of individual dialogues with Alexa on servers where all 
data is protected during transmission and stored securely. So can we believe Amazon 
servers are impenetrable? 16

Hundreds of connected home appliances regularly collect data that can be used as 
evidence or accessed by hackers. Video can be used for a variety of highly intrusive 
purposes, such as discovering or characterizing a person’s emotions. AI can also be 
 13  Lauren Pack, Judge: Pacemaker data can be used in Middletown arson trial, Journal News-Butler 
Country’s News Now, 12 July 2017.
 14  Sauer, G., A Murder Case test’s Alexa’s Devotion to your Privacy. Wired, 2017.
 15  Katz v. United States, 389 U.S. 347, 1967.
 16  Study of the European Parliamentary Research Service - Scientific Foresight Unit (STOA), The 
ethics of artificial intelligence: Issues and initiatives, Mars 2020.
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used to monitor and anticipate potential offenders.
In China, meanwhile, facial recognition capabilities are thought to be used not only 
to identify individuals but also to identify their moods and state of mind in both 
re-education camps and regular schools. Possibly, such technology can be used to 
penalize students who do not pay attention or to penalize prisoners who do not seem 
happy to respect their re-education. 17

According to Human Rights Watch’s 2018 technical report “Eradicating Ideological 
Viruses - China’s Campaign of Repression Against Xinjiang’s Muslims” the Chinese 
government has used surveillance systems to place over one million of its citizens 
in re-education camps for identity crimes against their Muslims. There is a risk that 
governments that fear dissent will use AI to oppress, imprison and harm individuals. 
Law enforcement agencies in India already use “advanced AI hybrid technology” 
to digitize criminal records and use face recognition to predict and recognize the 
criminal activity. 18 There are also plans to train drones to identify violent behavior in 
public spaces and to test these drones at music festivals. 19

Most of these programs aim to reduce crime rates and manage crowded public spaces 
to improve security and bring law enforcement efficiency. However, they have clear 
implications for privacy and the right to a fair trial seen especially in relation to the 
validity of using as evidence the data collected by AI devices, as one’s appearance 
and conduct are monitored, collected, stored, and possibly shared without consent, 
not only in public spaces but also strictly private. The AI discussed not only works in 
the absence of safeguards to prevent misuse but also works at questionable levels of 
accuracy. This can lead to false arrests and to people from vulnerable and marginalized 
communities, who have little practical chance of proving their innocence. 20

IA and freedom of expression

We live in an age where vast amounts of information and communication are produced, 
collected, synthesized, and disseminated through increasingly sophisticated 
technologies. 21 Arguments rooted in democracy and self-government link freedom 
of expression with the political foundations of liberal democracy and the notions of 
public discourse. Alexander Meiklejohn, for example, pointed out that what matters 
to freedom of speech is not that everyone should speak, but that “everything that is 
worth saying should be said”. 22 The application of this idea in the case of AI will mean 
that the identity of the speaker should be irrelevant and the expression through or 
in the means of AI should be protected in the same way as the human one, provided 

 17  Bryson, J. J., The Past Decade and Future of IA’s Impact on Society, 2019.
 18  Marda, V., Artificial intelligence policy in India: a framework for engaging the limits of data driven 
decision-making. Philosophical Transactions of the Royal Society A: Mathematical, Physical and 
Engineering Sciences, 2018.
 19  Vincent J., Drones taught to spot violent behavior in crowds using IA, The Verge, 2018.
 20  Study of the European Parliamentary Research Service - Scientific Foresight Unit (STOA), The 
ethics of artificial intelligence: Issues and initiatives, Mars 2020.
 21  Toni M. Massaro & Helen Norton, Siri-ously? free speech rights and artificial intelligence, Northwesten 
University Law Review, Vol 110, Nr.5, 2016.
 22  Alexander Meiklejohn, Political freedom: The constitutional powers of the people 26 (1965).
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that what is said is “worth saying”.
IA has been widely promoted by technology companies as a solution to problems such 
as hate speech, violent extremism, and digital misinformation. In India, “emotion 
analysis” tools are increasingly used to assess the tone and nature of online speech 
and are often trained to perform automated content removal. 23

Governments have also expressed interest in using AI to identify fake news and 
enhance the state’s image on social media. This is a dangerous trend, given the limited 
competence of learning information technology equipment to understand tone and 
context. As a result, automated content removal risks word censorship, encouraging 
self-censorship. This risk is exacerbated by the fact that AI is carried out by private 
companies, sometimes acting on government guidance. 24

More than 3 billion people already use the internet, an increase of 2.3 billion since 
2000 and it cannot be denied that AI offers great opportunities for individuals to 
exercise the right to freedom of thought and expression through communication and 
exchange of ideas. Yet governments around the world shut down the Internet more 
than 50 times in 2016, according to the United Nations, suppressing elections, slowing 
economies, and restricting freedom of speech. The so-called ‘fake news’ spread in 
the 2016 US elections, a phenomenon known to countries such as the Philippines 
and Indonesia where online news has great reach and impact. Also, the ability of 
technology companies to remove extremist content in real-time is limited. 25

AI and the right to equal and non-discriminatory treatment

AI was created by humans, which means it can be “sensitive” to prejudice. Systematic 
bias may arise as a result of data used to train systems, or as a result of values held 
by system developers and users. Most often it happens when machine learning 
applications are trained on data that reflects only certain demographic groups or that 
reflects social prejudices.
A number of cases have received attention for promoting social prejudice, which is 
then automatically reproduced or amplified by AI systems, such as the investigative 
journalism organization ProPublica showed that COMPAS, a software-based on 
machine learning deployed in the US to assess the possibility of a criminal defendant 
committing the crime again, was very biased against Americans of color. The 
COMPAS system was more likely to erroneously predict that colored defendants 
would commit the offense again, while at the same time erroneously predicting the 
opposite in the case of white defendants. 26

Meanwhile, problems in terms of prejudice have been identified in the case of 
recruitment for various job positions, made through information technology 
 23  Marda, V,. (2018). Artificial intelligence policy in India: a framework for engaging the limits of data driven 
decision-making. Philosophical Transactions of the Royal Society A: Mathematical, Physical and 
Engineering Sciences. 376 (2133).
 24  Study of the European Parliamentary Research Service - Scientific Foresight Unit (STOA), The 
ethics of artificial intelligence: Issues and initiatives, Mars 2020.
 25  Ruth Hickin, How are today’s biggest tech trends affecting our human rights?, World Economic Forum, 
11 December 2017.
 26  ProPublica, Machine Bias, 2016.
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applications, which significantly favored men, ranking them at high levels. This 
was because the system had learned to prioritize applications that emphasized 
male characteristics and reduce applications from universities with a strong female 
presence. 27

AI and the right to a just and decent job

The increasing use of artificial intelligence and automation is significantly affecting 
the right to a fair and dignified job. Experts have estimated that by 2020 85% of all 
customer interactions will be handled without a human agent, with support coming 
in the form of chatbots and self-service technologies. 28 The Organization for Economic 
Co-operation and Development (OECD) estimates that artificial intelligence is 
currently meeting or surpassing human performance in a significant number of 
areas. 29

A major problem is considered to be the replacement of the workforce with information 
technology machinery/equipment that offers a very wide range of services that 
were previously provided by humans. The AI subgroup, Machine Learning (ML), 
is expanding rapidly, unlocking paths to increasingly efficient, accurate, and robust 
processes, from diagnosing cancer to enabling self-driving cars. Data is the main 
component that makes possible the “learning” of machinery. Companies like HireVue 
use AI and facial analysis to measure tone and distribution, for example, to make the 
hiring process more efficient.
However, not all data are created equal, nor are they equally available in all geographies 
and demographics. The biggest sources of risk for data-related discrimination are 
insufficient data availability and biased or erroneous data. In employment practices, 
for example, algorithms mimic human decision-making, which can be based on 
prejudice.

Conclusions

In the online information ecosystem, AI is often used to detect, evaluate, and 
moderate the content of information published on a scale, in order to identify and 
filter out illegal and potentially harmful content on the Internet. Various business 
models base their money-making on collecting and processing large amounts of data 
on Internet users and often amplifying sensational content. While most of these AI-
enabled processes and tools lack transparency and accountability, as well as effective 
remedies, their growing use accelerates existing challenges to freedom of expression, 
access to information, and media pluralism. 30

Many countries have adopted national strategies for the development of artificial 
 27  Dastin, J., Amazon scraps secret AI recruiting tool that showed bias against women. Reuters, 2018.
 28  Christie Schneider, 10 reasons why IA-powered, automated customer service is the future, 16 October 
2017.
 29 Organization for Economic Cooperation and Development (OECD), Artificial Intelligence and the 
labour market: Should we be worried or excited?.
 30  Online meeting of OSCE representatives on Media Freedom, The Rise of Artificial Intelligence & 
How it will Reshape the Future of Free Speech, 8 July 2020.
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intelligence, but few set out how human rights should be promoted, protected, and 
respected in the context of the use of artificial intelligence. 31 To ensure this, legislative 
interventions and national strategies are needed which identify clear and practical 
frameworks for action, defining not only the specific steps to be taken to improve 
and protect human rights but also effective oversight and dispute resolution. 32 For 
example, Germany’s national strategy states that the use of AI should adhere to 
fundamental rights and requires the German federal government to address any 
gaps in the defense. 33
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