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Abstract

The use of forensic DNA databases has raised a lot of concerns and questions about issues like 
privacy,	data	security,	and	fairness,	and	also	about	whose	DNA	profiles	should	be	retained	
on	the	DNA	database;	for	how	long;	for	what	purposes,	and	who	should	have	access	to,	and	
oversight of national DNA databases.
While the ‘right to respect for private life’ is a universal accepted right, the standards of its 
protection,	by	the	states	regulatory	frameworks	and	by	the	courts,	differ	significantly,	because	
of	the	differences	in	the	legal	provisions	regarding	the	collection,	storage,	and	use	of	forensic	
DNA	profile	data.	Despite	all	these	differences,	the	states	continue	to	collaborate	with	each	
other,	and	constantly	exchange	and	share,	the	forensic	DNA	profile	data	that	they	possess	in	
their DNA databases.
States	collect,	store	and	use	the	individual’s	personal	data,	with	the	main	condition	that	they	
should	have	 or	 aim	a	 legitimate	 justification,	 and	 that	 they	 create	 a	proper	 balance,	while	
exercising	their	powers,	in	respect	to	the	individual’s	right	to	respect	for	private	life.	Since	the	
beginning,	forensic	DNA	profile	data	and	databases,	was	given	by	the	legislative	body	of	each	
country,	so	much	importance	and	power	toward	the	individual’s	right	to	respect	to	private	
life,	only	because	of	the	strong	belief	that	the	forensic	DNA	profile	was	and	still	is	the	ultimate	
unquestionable	 scientific	 tool,	 and	 an	 infallible	 and	 totally	 reliable	 proof,	 that	 could	 help	
resolve every crime and convict even the most cautious criminals. Based in this perception, 
the	Parliaments	in	many	democratic	countries,	passed	laws	that	justified	the	extended	rights	
of	the	state	in	collecting,	storing	and	using	(even	exchanging)	the	forensic	DNA	profile	data	
of	 individuals,	 thus	narrowing	 the	 individuals	 ‘right	 to	 respect	 for	private	 life’.	Accepting	
the	 true	nature	and	 importance	of	 forensic	DNA	profile	data	 in	criminal	 investigations,	by	
properly	analyzing	different	issues	relating	to	their	integrity,	reliability	and	associated	risks,	
implies	a	new	shift	in	the	actual	established	balance	between	the	states	rights	and	individuals	
‘right to respect for private life’.

Keywords: Forensic DNA database, right to respect for private life.

1. Introduction

During these last 30 years, there have been a lot of developments regarding the use 
of biometrics 1 in criminal investigations or in tracking and identifying individuals as 
they	enter	or	leave	different	countries	or	as	they	use	public	or	private	services,	such	
as	 banks,	 computers,	workplaces	 or	 hospitals.	All	 these	 biometric	 data	 are	 stored	
in	many	independent	or	interlinked	databases,	part	of	which	are	even	the	so	called	
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‘forensic	DNA	databases’,	well	established	now	in	many	countries. 2
The	rules	about	the	collection,	storage,	and	use	of	the	DNA	profiles	data	in	forensic	
DNA	databases	differ	greatly	 from	country	 to	country	but	 in	general,	 the	 forensic	
DNA databases contain records of the so-called ‘risky population’ comprised of 
individuals suspected, arrested, accused or convicted for a certain group of crimes, 
for	any	crime,	or	even	in	cases	where	they	are	given	just	a	police	warning	(or	other	
sanctions).	Structurally,	forensic	DNA	databases	store	two	types	of	DNA	profiles:	(i)	
DNA	profiles	collected	from	the	crime	scenes	and	(ii)	DNA	profiles	of	the	suspected,	
arrested,	 accused,	 or	 convicted	 individuals.	 Depending	 on	 the	 answers	 that	 the	
criminal	 investigators	 are	 trying	 to	 answer	 and	on	 the	 amount	 and	quality	 of	 the	
DNA	available,	the	forensics	might	choose	to	apply	different	techniques	in	extracting,	
analyzing,	 and	 comparing	 the	DNA	profiles.	DNA	 is	present	 in	most	 cells	 of	 our	
body,	and	we	leave	a	trail	of	it	everywhere	we	go.	DNA	can	be	extracted	from	several	
sources such as hair, bone, teeth, saliva, and blood.
The use of forensic DNA databases has raised a lot of concerns and questions about 
issues	like	privacy,	data	security,	and	fairness,	and	also	about	whose	DNA	profiles	
should	be	retained	on	the	DNA	database;	for	how	long;	for	what	purposes,	and	who	
should have access to, and oversight of national DNA databases.
While the ‘right to respect for private life’ is a universal accepted right, the 
standards	of	its	protection,	by	the	states	regulatory	frameworks	and	by	the	courts,	
differ	significantly,	because	of	the	differences	in	the	legal	provisions	regarding	the	
collection,	storage,	and	use	of	forensic	DNA	profile	data.	Despite	all	these	differences,	
the	states	continue	to	collaborate	with	each	other,	and	constantly	exchange	and	share,	
the	forensic	DNA	profile	data	that	they	possess	in	their	DNA	databases.
States	collect,	store	and	use	the	individual’s	personal	data,	with	the	main	condition	
that	they	should	have	or	aim	a	legitimate	justification,	and	that	they	create	a	proper	
balance,	while	exercising	their	powers,	in	respect	to	the	individual’s	right	to	respect	
for	private	life.	Since	the	beginning,	forensic	DNA	profile	data	and	databases,	was	
given	by	the	legislative	body	of	each	country,	so	much	importance	and	power	toward	
the individual’s right to respect to private life, only because of the strong belief that 
the	forensic	DNA	profile	was	and	still	is	the	ultimate	unquestionable	scientific	tool,	
and an infallible and totally reliable proof, that could help resolve every crime and 
convict even the most cautious criminals. Based in this perception, the Parliaments 
in	many	democratic	countries,	passed	laws	that	justified	the	extended	rights	of	the	
state	 in	 collecting,	 storing	 and	 using	 (even	 exchanging)	 the	 forensic	DNA	profile	
data	of	individuals,	thus	narrowing	the	individuals	‘right	to	respect	for	private	life’.	
Accepting	the	true	nature	and	importance	of	forensic	DNA	profile	data	in	criminal	

 2	  For more information about the forensic DNA databases in each country see: 
•	 http://dnapolicyinitiative.org/wiki/index.php?title=Main_Page
•	 http://www.antoniocasella.eu/dnlaw/DNA-data2011.pdf
•	 https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=5&cad=rja&uact

=8&ved=2ahUKEwic3fGb7NvoAhXOQxUIHRtaCz4QFjAEegQIBhAB&url=https%3A
%2F%2Fdnadatabank.forensischinstituut.nl%2Fbinaries%2Fnederlandse-dna-databank%
2Fdocumenten%2Fpublicaties%2F2018%2F11%2F01%2Feuroforgen-inventarisatie-van-
europese-dna-databank-wetgeving%2FReed_and_Syndercombe_Court_2016_Legal_Audit.
pdf&usg=AOvVaw2Kt_aITgeNAbIhvBmZ5loz.
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investigations,	 by	 properly	 analyzing	 different	 issues	 relating	 to	 their	 integrity,	
reliability	and	associated	risks,	implies	a	new	shift	in	the	actual	established	balance	
between	 the	 states	 rights	 and	 individuals	 ‘right	 to	 respect	 for	 private	 life’.	 The	
benefits	of	the	use	of	forensic	DNA	profile	databases	for	legitimate	purposes	related	
to	the	investigation	of	crimes	(or	their	prevention)	should	be	weighed	against	many	
downsides	relating	to	the	collection,	storage,	and	use	of	the	DNA	profile	data	of	the	
individuals.

2. The importance of forensic DNA profile data in the context of the ‘right to 
respect for private life’

The	 Council	 of	 Europe	 Convention	 for	 the	 Protection	 of	 Individuals	with	 regard	
to Automatic Processing of Personal Data 3,	of	1981,	defines	‘personal	data’	as	“any 
information relating to an identified or identifiable individual” 4.	Based	on	this	definition	
we	 can	 consider	 as	 ‘personal	 data’	 lots	 of	 information	 stored	 in	 state	 owned	 and	
managed databases, like name/surname, date, and place of birth, nationality, eye 
color,	fingerprints,	height,	level	of	education,	profession,	address,	criminal	records,	
etc.,	but	among	all	these	data	the	DNA	profile	of	an	individual	is	the	most	personal	
information a state can possess.
The	 states	 need	 for	DNA	profile	data	 of	 the	 individuals	 comes	 from	 the	 fact	 that	
the	 DNA	 profile	 is	 the	 ultimate	 forensic	 tool	 for	 people	 identification.	Although	
nearly	99.9%	of	the	DNA	in	humans	is	identical,	they	can	be	individualized	precisely	
through	the	DNA	analysis	of	the	remaining	0.1%	(except	for	identical	twins).	People	
can change their name, the information about their past, their physical appearance, 
and	 even	 their	fingerprints 5 but	 they	 cannot	 change	 their	DNA	profile	 (except	 for	
minor changes occurred due to aging or illness 6).	In	this	aspect	the	DNA	profile	data	
are irreplaceable.
States use the personal data of individuals, that they collect and store in their databases, 
with	the	main	condition	that	the	state	should	have	or	aim	a	legitimate	justification	
and	that	the	state	create	a	proper	balance	in	exercising	their	powers	in	respect	to	the	
individual’s right to respect for private life, sanctioned clearly or alluded in many 
constitutions or international conventions. The criteria mentioned in these supreme 
legal acts are used by each state as the minimal standard in developing the regulatory 
framework	for	the	collection,	storage	and	use	of	forensic	DNA	profile	databases	and	
also are used by the courts in judging the legitimacy of the state actions in this aspect.
For	 this	 reason,	 the	 DNA	 profile	 data	 can	 be	 considered	 as	 the	 ‘most	 valuable	
information’ protected by the constitutional or international provisions sanctioning 
the individual’s right to respect for private life.
Forensic	 DNA	 profile	 data	 and	 databases	 used	 by	 states	 for	 investigative	 and	
prevention	purposes	will	certainly	expand	even	more	in	the	future	and	the	technology	
 3	  For the full text of the Convention see: https://rm.coe.int/16808ade9d.
 4	  See article 2 (Definitions) of the Convention.
 5	  See “Transplanted Fingerprints: A Preliminary Case Report 40 Months Posttransplant”, T. Szajerka, B. 
Jurek, J. Jablecki, https://www.sciencedirect.com/science/article/abs/pii/S0041134510013114
See news article “Surgically Altered Fingerprints Help Woman Evade Immigration” https://abcnews.
go.com/Technology/GadgetGuide/surgically-altered-fingerprints-woman-evade-immigration/
story?id=9302505.
 6	  See: https://www.sciencedaily.com/releases/2008/06/080624174849.htm.
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related	 to	 it	will	become	more	sophisticated,	more	secure,	and	 less	costly.	Having	
this	in	consideration,	every	country	must	pay	maximum	attention	while	developing	
and	applying	their	regulatory	framework	in	relation	to	collecting,	storing,	and	using	
the	DNA	profile	data	of	individuals;	and	the	courts	should	pay	maximum	attention	
in	 defining	 the	 proper	 and	 justifiable	 balance	 between	 the	 state	 actions	 and	 the	
individual’s right to respect for private life.

3. The problem of differences in the regulatory frameworks of the countries 
and of the exchange of forensic DNA profile data

In	general,	there	are	six	main	reasons,	through	which	the	regulatory	frameworks	of	
each	country	having	a	forensic	DNA	profile	database,	justify	the	collection,	storage,	
and	use	of	individuals	DNA	profile	data:	(i)	to	know	the	identity	of	the	victim,	the	
missing	person	or	of	an	unidentified	individual	crossing	the	border 7;	(ii)	to	know	if	
anyone can be suspected, as being present at the crime scene and/or is the author of 
a crime 8.	(iii)	to	know	if	a	suspected	person	has	been	present	at	the	crime	scene	and/
or	is	the	author	of	a	specific	crime 9;	(iv)	to	know	if	a	person	previously	or	currently	
arrested, accused or convicted, has been present at other crime scenes and/or is the 
author of other crimes 10;	 (v)	 to	know	 if	 a	person	 suspected	as	being	a	member	of	
a criminal or terrorist organization has been present at any crime scene and/or is 
the	author	of	any	crime;	or	to	store	and	use	their	DNA	profile	for	possible	 ‘future	
crimes’ 11; and (vi) to clarify strong doubts on the guilt or innocence of an already 

 7	  The identity of the victim of a crime (unidentified human remains), of a missing person, or of an unidentified 
individual crossing the border, might be found through the comparison of their DNA profile with the DNA 
profiles of the suspected missing persons (specific search) or the comparison with the DNA profiles already 
stored in the forensic DNA database or other DNA databases, even abroad (wide search).
 8	  In these cases, there is a past crime but there is still no suspect for it, so the investigation is trying to find a 
suspect as an author or a witness that has been at the crime scene, by comparing the DNA profile found on the 
crime scene with the DNA profiles already collected and stored in the forensic DNA databases (wide search).
 9	  In these cases, there is a past crime and there is a suspect for it, but the investigation is trying to prove 
that the suspected person is the author of the crime or has been present at the crime scene, by comparing the 
suspected DNA profile with the DNA profile found on the crime scene (specific search). 
 10	  In these cases, there is a suspect (an individual, that has been previously or is currently arrested, 
accused, or convicted for a specific crime), but the crimes that might have been committed are 
unknown. For example, the investigators believe that the suspected person has committed more 
than one burglary, rape, theft, murder, etc. So the investigators compare the suspected DNA profile 
with the DNA profiles found on the other crime scenes (wide search). 
 11	  Given their big risk, in cases where a person (even if not previously or currently arrested, 
accused, or convicted) is suspected of being a member of a criminal or terrorist organization, 
their DNA profile might be collected, analyzed, stored and compared to determine (together 
with other proves) that they have been present in previous crime scenes and/or are the authors of 
previous crimes. In this case, their DNA profile is compared with the DNA profiles already stored 
in the forensic DNA database (possibly even in other countries). But even if the DNA comparison 
process doesn’t result in a DNA match, their DNA profile is still stored, and used in the forensic 
DNA database for possible future investigative questions. In these cases, there is a suspect for a 
future crime. (This by far is considered the most controversial reason in legitimizing the collection, 
storage, and use of the DNA profiles of individuals for criminal investigative purposes.)
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convicted person 12.
Anyhow,	 each	 country	 regulatory	 framework,	 differs	 greatly	 regarding:	 (i)	 the	
‘entry	criteria’	-	whose 13 DNA	profile	is	collected	and	registered	in	the	forensic	DNA	
database;	(ii)	the	‘modality	criteria’	-	the	taking	of	DNA	profile	by	force	after	a	court	
decision	is	issued	or	just	applying	a	fine	in	cases	the	individuals	refuse	to	give	their	
DNA	profile;	(iii)	the	‘technical	criteria’-	the	number	and	which	type	of	‘Short	Tandem	
Repeat’ (STR) markers or ‘core loci’ are analyzed and required for entry in the forensic 
DNA database so they can later be eligible for comparison; (iv) the ‘usage criteria’ - 
limited/unlimited and/or direct/indirect access in the forensic DNA database; and (v) 
the	‘removal	criteria’	–	the	limited/unlimited	time	that	the	DNA	profile	data	are	kept	
and used in the forensic DNA database 14.
These	differences,	in	countries	regulatory	frameworks,	derive	mainly	from	the	fact	
that	 they	 interpret	 differently	 the	 concepts,	 limitations,	 justifications	 and	 criteria,	
related to the ‘right to respect for private life’ of individuals, protected by their 
constitution or international conventions. And because of that, they have established 
a	different	point	 of	 balance	between	 the	 investigative	powers	of	 the	 state	 and	 the	
rights of the individuals.
For example, although everyone can agree that the collection, storage and use of 
forensic DNA databases can violate the ‘right to respect for private life’ of individuals 15; 
different	state	regulatory	frameworks	use	different	minimum	criteria	in	defining	the	
legitimacy of state actions. While article 12 of the Universal Declaration of Human 
Rights 16 uses the criterion of ‘arbitrariness’; and the article 17 of the International 
Covenant on Civil and Political Rights 17 uses the criteria of ‘arbitrariness and unlawful 
 12	  In cases where there are strong suspicions that an already convicted individual might not be the 
author of the crime for which that person has been convicted (either wrongfully accused/judged 
or intentionally assuming authorship), their guilt or innocence might be clarified (together with 
other proves) through the comparison of their DNA profile (not previously analyzed or wrongfully 
analyzed/compared) with the DNA profile found on the crime scene. In these cases, there is a past 
crime but there are doubts about the author so the investigation is trying to clarify the doubts about 
their guilt or innocence.
 13	  Victims, witnesses, minors, suspects, arrested, accused, convicted, or relatives.
 14	  For more information about the legislation in each country see: 
• http://dnapolicyinitiative.org/wiki/index.php?title=Main_Page
• http://www.antoniocasella.eu/dnlaw/DNA-data2011.pdf
• https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=5&cad=rja&uact=8

&ved=2ahUKEwic3fGb7NvoAhXOQxUIHRtaCz4QFjAEegQIBhAB&url=https%3A%2
F%2Fdnadatabank.forensischinstituut.nl%2Fbinaries%2Fnederlandse-dna-databank%2Fd
ocumenten%2Fpublicaties%2F2018%2F11%2F01%2Feuroforgen-inventarisatie-van-eu-
ropese-dna-databank-wetgeving%2FReed_and_Syndercombe_Court_2016_Legal_Audit.
pdf&usg=AOvVaw2Kt_aITgeNAbIhvBmZ5loz.

 15	  The United Nations Human Rights Council has recognized that “violations or abuses of the right to privacy 
might affect the enjoyment of other human rights, including the right to freedom of expression and to hold 
opinions without interference, and the right to freedom of peaceful assembly and association....”.
For the full text of A/HRC/34/L.7/Rev.1 see https://documents-dds-ny.un.org/doc/UNDOC/LTD/
G17/073/06/PDF/G1707306.pdf?OpenElement
 16	 For the full text of the Declaration see: https://www.un.org/en/universal-declaration-human-rights/
 17	  For the full text of the Convention see: https://www.ohchr.org/en/professionalinterest/pages/ccpr.
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interference’; the Fourth Amendment to the US Constitution uses the criteria of 
‘reasonableness and probable cause’ 18; and article 8 of the European Convention on 
Human Rights uses the criteria of ‘accordance with the law; necessity in a democratic 
society; interests of national security; public safety or the economic well-being of the country; 
prevention of disorder or crime; protection of health, morals, rights, and freedoms of others’ 19.
The	differences	in	the	core	regulatory	frameworks	of	each	state	produce	inevitably	
also	 differences	 in	 their	 courts	 jurisprudence,	 by	 giving	 different	 decisions	when	
judging the individual’s complaints about the illegitimacy of the state actions and 
the violation of the individual’s human/constitutional rights, in relation to the state 
collection,	storage,	and	use	of	the	forensic	DNA	profile	data.	For	example:
In the case Maryland v. King, 569 U.S. 435 (2013), 20 the United States Supreme Court 
decided	 that	 a	 cheek	 swab	 of	 an	 arrestee’s	 DNA	 is	 comparable	 to	 fingerprinting	
and therefore, a legal police booking procedure for taking the DNA is reasonable 
under the Fourth Amendment, by determining that: the constitutionality of this 
kind of search turns on the balance of state and individual interests; and that this 
balance	favors	the	state	when	(a)	the	swabbing	is	done	after	charges	have	been	filed,	
(b) the loci tested do not reveal sensitive personal information and (c) statutory and 
administrative privacy safeguards are in place. The majority opinion concluded that 
“the ‘touchstone of the Fourth Amendment is reasonableness, not individualized suspicion.’”. 
The amendment forbids “unreasonable searches and seizures.” Reasonableness is 
therefore the touchstone in every case, but a longstanding rule renders searches 
without	 probable	 cause	 or	 a	 warrant	 automatically	 unreasonable	 unless	 they	 fall	
within	“a few specifically established and well-delineated exceptions.”.
In the case S. and Marper v. The United Kingdom, nos. 30562/04 and 30566/04, 4 
December 2008, 21 ECHR decided that there had been a violation of Article 8 (right 
to respect for private and family life) of the Convention. In this case the Police had 
refused	to	destroy	the	DNA	samples	taken	from	the	two	applicants,	although	criminal	
proceedings	initiated	against	them	(one	on	charges	of	attempted	theft	and	the	other	
on charges of harassing his partner) had been terminated and no criminal charges 
were	made.	The	issue	before	the	ECHR	was	–	the	compliance	with	Article	8	of	the	
Convention,	of	the	retention,	by	state	bodies,	for	an	indefinite	period,	in	a	database	of	
fingerprints,	of	cell	samples	and	DNA	profiles	of	persons	against	whom	the	initiated	
criminal	proceedings	had	been	 completed	and	against	whom	no	 criminal	 charges	
had	been	filed	(against	suspects	but	not	convicts).
In	examining	 this	 case,	 the	ECHR	analyzed	 the	State’s	 fulfillment	of	 3	 criteria:	 (1)	
performing	actions	in	accordance	with	the	law;	(2)	the	existence	of	a	legitimate	intent	
in carrying out such actions; and (3) the necessity of performing these actions in a 
democratic society. In analyzing the 3rd criterion (the necessity of taking action in 
a democratic society) the Court referred to 3 general principles (§ 101): (1) action 
must respond to an “urgent social need”, (2) action must be proportionate to the aim 
pursued, and (3) the reasons given for justifying the action must be “relevant and 
aspx
 18	  For the full text of the US Constitution see: https://constitutionus.com/
 19	  For the full text of the Convention see: https://www.echr.coe.int/Documents/Convention_ENG.pdf.
 20	  For the full text of the Court opinion see: https://www.supremecourt.gov/opinions/12pdf/12-207_d18e.pdf.
 21	  https://hudoc.echr.coe.int/eng#{%22appno%22:[%2230562/04%22],%22item
id%22:[%22001-90051%22]}.
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sufficient”.
Regarding the observance of the principle of proportionality, on § 112 the ECHR 
states: “[…] The Court observes that the protection afforded by Article 8 of the Convention 
would be unacceptably weakened if the use of modern scientific techniques in the criminal-
justice system were allowed at any cost and without carefully balancing the potential 
benefits of the extensive use of such techniques against important private-life interests. In 
the Court’s view, the strong consensus existing among the Contracting States in this respect 
is of considerable importance and narrows the margin of appreciation left to the respondent 
State in the assessment of the permissible limits of the interference with private life in this 
sphere. The Court considers that any State claiming a pioneer role in the development of new 
technologies bears special responsibility for striking the right balance in this regard”,	while	
on § 125 it states: “In conclusion, the Court finds that the blanket and indiscriminate nature 
of the powers of retention of the fingerprints, cellular samples and DNA profiles of persons 
suspected but not convicted of offences, as applied in the case of the present applicants, fails to 
strike a fair balance between the competing public and private interests and that the respondent 
State has overstepped any acceptable margin of appreciation in this regard. Accordingly, the 
retention at issue constitutes a disproportionate interference with the applicants’ right to 
respect for private life and cannot be regarded as necessary in a democratic society. […]”.
In the case Aycaguer v. France, no. 8806/12, 22 June 2017, 22 ECHR decided that the 
applicant’s	conviction	 for	 refusing	 to	provide	his	DNA	profile	 for	 inclusion	 in	 the	
FNAEG database constituted a disproportionate violation of his right to privacy 
(set out in Article 8 of the Convention) and consequently could not be considered 
a necessity in a democratic society (§ 46). In this case the applicant had refused the 
order	of	the	Police	to	provide	his	DNA	profile,	after	serving	a	sentence	for	intentional	
violence against the gendarmerie and a person exercising public authority (conducted 
during	a	rally)	and	for	this	the	Regional	Court	had	decided	on	the	applicant	a	fine	of	
€	500.	The	issue	before	the	ECHR	in	this	case	was	-	compliance	with	Article	8	of	the	
Convention, of the acquisition and retention by state authorities, for a period of 40 
years,	in	a	database	(FNAEG),	of	the	DNA	profile	of	a	person	convicted	of	a	criminal	
offense.
Regarding the necessity of the state in carrying out these actions in a democratic 
society, ECHR found that: “The Court further observes that on 16 September 2010 the 
Constitutional Council issued a decision to the effect that the provisions relating to the 
impugned computer file were in conformity with the Constitution, subject inter alia to 
“determining the duration of storage of such personal data depending on the purpose of the file 
stored and the nature and/or seriousness of the offences in question” (see paragraph 15 above). 
To date, no appropriate action has been taken on that reservation (see paragraphs 14 and 42 
above). Thus, the Court notes that no differentiation is currently provided for according to the 
nature and/or seriousness of the offence committed, notwithstanding the significant disparity 
in the situations potentially arising under Article 706-55 CPP. The applicant’s situation 
bears witness to this, with events occurring in a political/trade-union context, concerning 
mere blows with an umbrella directed at gendarmes who have not even been identified (see 
paragraphs 7 and 8 above), contrasting with the seriousness of the acts liable to constitute the 
very serious offences set out in Article 706-55 CPP, such as sex offences, terrorism, crimes 
against humanity and trafficking in human beings, to mention but a few. To that extent 
the instant case is very different from those specifically relating to such serious offences as 
organised crime (see S. and Marper, cited above) or sexual assault (see Gardel, B.B. and M.B., 
 22	https://hudoc.echr.coe.int/eng#{%22docname%22:[%22Aycaguer%20v.%20France%22],%22pl
%22:{%22kt%22:%22AND%22},%22itemid%22:[%22001-175007%22]}.
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cited above).” (§ 43). “Furthermore, as regards the deletion procedure, it is not disputed that 
access to such a procedure is only authorised for suspects, and not for convicted persons such 
as the applicant. The Court considers that convicted persons should also be given a practical 
means of lodging a request for the deletion of registered data (B.B., cited above, § 68, and 
Brunet, cited above, §§ 41-43). That remedy should be made available, as it has previously 
pointed out, in order to ensure that the data storage period is proportionate to the nature of 
the offences and the aims of the restrictions (see paragraph 37 above; cf., mutatis mutandis, 
Peruzzo and Martens v. Germany (dec.), nos. 7841/08 and 57900/12, § 44, 4 June 2013, as 
well as B.B. and M.B., cited above, §§ 62 and 54 respectively). (§ 44) “Therefore, the Court 
considers that, owing to its duration and the lack of a possibility of deletion, the current 
regulations on the storage of DNA profiles in the FNAEG, to which the applicant objected by 
refusing to undergo sampling, does not provide the data subject with sufficient protection. It 
therefore does not strike a fair balance between the competing public and private interests.” 
(§ 45)
In the case Gaughran v. The United Kingdom no. 45245/15, 13 February 2020, 23 ECHR 
decided that there had been a violation of Article 8 (right to respect for private and 
family	life)	of	the	Convention.	In	this	case	the	applicant	alleged	that	the	indefinite	
retention	of	his	DNA	profile,	fingerprints	and	photograph,	pursuant	to	the	blanket	
policy of preserving the personal data of any individual convicted of a registrable 
criminal	offense,	constituted	a	disproportionate	interference	and	unjustifiable	with	the	
right	to	respect	for	his	private	and	family	life	as	defined	in	Article	8	of	the	Convention.	
The	applicant	was	arrested	(October	14,	2008)	and	convicted	(November	5,	2008)	for	
the	criminal	offense	of	driving	a	car	in	excess	of	the	permissible	level	of	alcohol	(an	
offense	that	due	to	the	provision	of	imprisonment	met	the	condition	of	registration	
in	the	database).	After	the	arrest,	the	applicant	was	taken	to	the	Police	Station	where	
he	was	tested	for	alcohol	by	breath,	fingerprints	were	taken,	a	photograph	was	taken	
and	a	DNA	sample	was	taken	orally.
Regarding the observance of the principle of proportionality, the ECHR states: “[…] 
the indiscriminate nature of the powers of retention of the DNA profile, fingerprints and 
photograph of the applicant as person convicted of an offence, even if spent, without reference 
to the seriousness of the offence or the need for indefinite retention and in the absence of any 
real possibility of review, failed to strike a fair balance between the competing public and 
private interests […]” (§ 96) “[…] State has overstepped the acceptable margin of appreciation 
in this regard and the retention at issue constitutes a disproportionate interference with the 
applicant’s right to respect for private life and cannot be regarded as necessary in a democratic 
society.” (§ 97)
In the case Peruzzo and Martens v. Germany, nos. 7841/08 and 57900/12, 4 June 
2013, 24 ECHR considered the allegations made by the applicants to be manifestly ill-
founded, dismissing their application under Article 35 of the Convention. In this case, 
the	applicants,	who	had	been	convicted	of	serious	criminal	offenses,	complained	of	
a violation of Article 8 (right to respect for private and family life) of the Convention 
as a result of court orders to collect from them cellular material to be stored in a 
database	in	the	form	of	DNA	profiles	with	the	aim	of	facilitating	investigations	into	
possible future crimes. Both applicants had previously been convicted of almost the 
same	offenses.	One	 convicted	 in	 several	 cases	 and	 in	different	 courts	 for	 criminal	
 23	https://hudoc.echr.coe.int/eng#{%22docname%22:[%22Gaughran%20v.%20the%20United%20
Kingdom%22],%22pl%22:{%22kt%22:%22AND%22},%22itemid%22:[%22001-200817%22]}.
 24 https://hudoc.echr.coe.int/eng#{%22docname%22:[%22\%22PERUZZO%20AND%20
MARTENS%20v.%20GERMANY\%22%22],%22itemid%22:[%22001-121998%22]}.
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offenses	 related	 to	 drug	 trafficking	 and	 the	 other	 convicted	 in	 several	 cases	 for	
criminal	offenses	related	to	bodily	harm	with	dangerous	means,	coercion,	etc.
According	to	the	claimants,	the	act	of	obtaining	their	DNA	profile	did	not	meet	the	
criterion of “compliance with the law” and as a result of this fact did not even meet 
the criterion of the existence of a “voluntary purpose”. The claimants based this claim 
on the fact that the notion of “criminal offenses of considerable importance” expressed 
in	Article	 81g	 of	 the	 Code	 of	 Criminal	 Procedure,	 referred	 to	 an	 indefinite	 legal	
concept	which	was	open	to	interpretation.	This	concept	was	not	sufficiently	clear	and	
predictable	in	terms	of	what	kind	of	criminal	offenses	were	included	within	the	scope	
of the provision and consequently the interference did not meet the requirement 
of “provision by law”	as	defined	 in	Article	8	 (2)	of	 the	Convention.	As	a	 result,	 the	
existence	of	a	legitimate	intention	of	interference	was	questioned.	(§	28)	In	relation	
to this claim of the applicants, the ECHR states: “[…] A rule is “foreseeable” if it is 
formulated with sufficient precision to enable any individual […] to regulate his conduct […]. 
For domestic law to meet these requirements, it must afford adequate legal protection against 
arbitrariness and accordingly indicate with sufficient clarity the scope of discretion conferred 
on the competent authorities and the manner of its exercise […]. The level of precision 
required of domestic legislation – which cannot in any case provide for every eventuality – 
depends to a considerable degree on the content of the instrument in question, the field it is 
designed to cover and the number and status of those to whom it is addressed […].” (§ 35) 
“The Court refers in this context to the aforementioned decision of the Federal Constitutional 
Court dated 14 December 2000 […] stating that the said terminology is to be found in a 
number of provisions of the Code of Criminal Procedure and that its scope has been defined 
by the established case law of the domestic courts as comprising crimes of medium gravity 
which seriously compromise law and order and are of a nature that may considerably affect 
the population’s sense of legal certainty. […]” (§ 37) “While this definition may give rise to 
interpretation itself, the Court considers that it is nevertheless foreseeable for an individual 
that a conviction for repeated drug trafficking accompanied by illicit importation of drugs 
triggering a prison sentence of over five years, as was at issue in the first applicant’s case, does 
constitute a crime of at least medium gravity and may consequently give rise to a court order 
pursuant to Article 81g of the Code of Criminal Procedure. Similar considerations apply with 
respect to the second applicant to the extent the order for the taking of his DNA sample was 
based on the seriousness of offences committed by him in the past such as causing bodily harm 
by dangerous means. […]” (§ 38)
With regard to the observance of the criterion of “necessity in a democratic society”, 
the ECHR took into account the fact that the case in question (unlike the case of 
S. and Marper v. The United Kingdom, nos. 30562/04 and 30566/04, December 4, 
2008)	concerned	the	collection,	storage	and	retention	of	DNA	data	by	persons	who	
had	previously	been	convicted	of	criminal	offenses	and	who	were	even	considered	
repeat	offenders	due	to	previous	convictions	for	the	same	criminal	offenses.	 (§	44)	
With regard to the maximum time of data retention, the Court noted that the Federal 
Office	for	Crime	was	obliged	to	review	at	regular	intervals	whether	continuity	of	data	
retention	was	still	necessary	and	otherwise	the	data	could	be	deleted.	The	maximum	
time set for this purpose should not exceed ten years. (§ 46) As to the existence or 
not of the applicants’ ability to apply for the deletion of the stored data, the Court 
noted	that	the	applicants	had	not	raised	any	allegations	in	this	regard.	However,	any	
decision	that	could	be	made	by	the	Federal	Office	for	Crime	on	such	a	request	could	
be	subject	to	judicial	review	by	administrative	courts	which	could	consider	the	matter	
in	accordance	with	the	general	principles	of	procedural	law.	(§	46)
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For these reasons, the ECHR considered the allegations made by the applicants 
to be manifestly ill-founded, dismissing their application under Article 35 of the 
Convention.
All	 these	 differences	 in	 the	 states	 regulatory	 frameworks	 and	 in	 their	 court	
jurisprudence,	 regarding	 the	 legitimacy	 of	 state	 actions	 towards	 the	 collection,	
storage,	 and	 use	 of	 the	 forensic	 DNA	 profile	 data,	 has	 created	 differences	 in	 the	
standards	used	to	protect	the	individuals	‘right	to	respect	for	private	life’.	Meanwhile	
these	differences	haven’t	stopped	the	states	 from	collaborating	with	each	other	by	
exchanging	 the	 forensic	DNA	profile	 data	 of	 individuals	 they	 have	 collected	 and	
stored	in	their	forensic	DNA	profile	databases.
Since 2005, some European countries 25, institutionalized the exchange and comparison 
among	them,	of	forensic	DNA	profile	data,	by	signing	a	convention	on	the	stepping	
up of cross-border cooperation, particularly in combating terrorism, cross-border 
crime, and illegal migration, called the ‘Prüm 26 Convention’, 27 based	on	which	(later	
one) the Council of Europe issued its Decision 2008/615/JHA 28 adopting the ‘Prüm 
Convention’	into	a	legal	instrument	binding	for	all	EU	countries.	Meanwhile,	countries	
like	the	U.S.	continue	to	sign	individually	with	each	country	bilateral	agreements	on	
preventing and combating serious crimes assuming even the exchange of forensic 
DNA data. 29
But,	is	it	right	that	a	country	uses	as	proof	in	a	criminal	case,	the	forensic	DNA	profile	
data	 taken	 from	 another	 country	 while	 regarding	 its	 regulatory	 framework	 (that	
establish	a	balance	between	the	right	of	individuals	to	respect	for	private	life	and	the	
legitimate	actions	of	the	state)	the	collection	of	that	forensic	DNA	profile	data	would	
have	been	considered	as	unacceptable?!	For	example,	in	the	case	when	the	country	
of	origin	collects	DNA	samples	from	every	arrested	individual,	while	the	recipient	
country	 allows	 the	 collection	 of	DNA	 samples	 only	 from	 accused	 individuals	 for	
serious crimes. Normally, in this case, if the same procedure of DNA sample collection 
would	have	happened	in	the	recipient	country,	the	court	would	probably	consider	
the state action as an illegitimate infringement of the individual’s right to respect for 
private life.
In	 reality,	 the	 exchange	 of	 forensic	DNA	profile	 data	 among	 countries,	 that	 have	
important	 differences	 in	 their	 regulatory	 framework,	 creates	 chaos	 regarding	 the	
protection of the individual’s right to respect for private life. Not, only the individuals 
might	never	know	if	their	forensic	DNA	profile	data	was	exchanged,	stored,	and	used	
in another country (in respect to an agreement, directive, or convention) but also the 
individual’s possibilities to defend their infringed right to respect for private life in 
 25	  Belgium, Germany, Spain, Luxemburg, Netherlands, and Austria.
 26	  Prüm is the town in the Westeifel, Germany, where the Convention was signed.
 27	   For the full text of the Prüm Convention see: https://ec.europa.eu/anti-fraud/sites/antifraud/files/
docs/body/prumtr.pdf.
For further information about the implementation of the Prüm Convention see: https://www.europarl.
europa.eu/RegData/etudes/STUD/2018/604971/IPOL_STU(2018)604971_EN.pdf
 28	  For the full text of the Council of Europe Decision 2008/615/JHA see: https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=celex:32008D0615.
 29	  For an example of these agreements see the agreement between U.S.A and Argentina signed in 2016 
https://www.state.gov/wp-content/uploads/2019/02/16-323-Argentina-Law-Enforce-Coop.pdf.
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the recipient country are limited near to practically impossible.
Having	this	in	consideration,	the	main	question	here	is:	“How	can	a	universal	accepted	
right,	like	the	‘right	to	respect	for	private	life’,	be	universally	protected	with	the	same	
standard	in	each	country	having	a	forensic	DNA	database,	while	the	countries	have	
many	important	differences	in	their	regulatory	framework,	regarding	the	collection,	
storage	 and	use	of	 forensic	DNA	profile	data,	 and	 they	 constantly	 exchange	with	
each	other	the	DNA	profile	data	they	possess?!”.
The	differences	in	the	regulatory	framework	and	court	jurisprudence	of	each	country	
create a very big problem in the application of the same standard in the protection of 
individuals ‘right to respect for private life’ and this problem is multiplied even more 
while	in	the	presence	of	these	differences	the	states	continue	to	exchange	with	each	
other the data of their forensic DNA database.

4. Accepting the true nature and importance of forensic DNA profile data

Forensic	DNA	profile	data	and	databases	were	given	by	the	legislative	body	of	each	
country,	so	much	importance	and	power	toward	the	individual’s	right	to	respect	to	
private life, sanctioned in the constitution or other international conventions, only 
because	of	the	fact	that,	since	the	beginning	of	its	use	and	in	everyone’s	mind,	it	was	
established	the	strong	belief	that,	the	forensic	DNA	profile	was	and	is	the	ultimate	
unquestionable	scientific	tool,	and	infallible	and	totally	reliable	proof,	that	could	help	
resolve every crime and convict even the most cautious criminals. 
Based on this perception, the Parliaments in many democratic countries, having 
in	mind	the	huge	benefits	coming	from	the	use	of	 forensic	DNA	profile	databases	
in	 criminal	 investigations,	 and	without	any	doubt	about	 its	 integrity,	passed	 laws	
that	 justified	the	extended	rights	of	 the	state	 in	collecting,	storing	and	using	(even	
exchanging)	the	forensic	DNA	profile	data	of	individuals,	thus	narrowing	their	right	
to respect for private life. The same analysis can be made even about court decisions 
deciding in favor of necessity in a democratic society, interest of national security and 
public safety, prevention and investigation of crime and punishment of criminals, etc.
But,	what	if	the	forensic	DNA	profile	data	isn’t	that	credible	and	its	use	is	related	to	
many	risks?!	Should	the	legislative	body	of	each	country	and	their	courts	change	the	
balance	they	have	now	established	toward	giving	more	space	to	the	individual’s	right	
to	respect	for	private	life	and	limiting	the	state	actions	toward	collecting,	storing,	and	
using	the	most	private	information	related	to	a	human	being?!	The	benefits	of	the	use	
of	forensic	DNA	profile	databases	for	legitimate	purposes	related	to	the	investigation	
of	crimes	(or	their	prevention)	should	be	weighed	against	many	downsides	relating	
to	the	collection,	storage,	and	use	of	the	DNA	profile	data	of	the	individuals.

4.1 The integrity and reliability of forensic DNA profile data

The	possibility	of	 false	DNA	profile	matching	 is	now	an	 issue	 that	 is	putting	 into	
question the integrity and reliability of forensic science, criminal investigation, and 
court decisions 30. False DNA matches have occurred and can occur again in the 

 30	  https://www.innocenceproject.org/dna-exonerations-in-the-united-states/.
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future, for several reasons and in many situations like:

a) False DNA matches because of poor implementation of laboratory procedures
In	October	 2011,	Adam	 Scott	was	 arrested	 and	 charged	with	 raping	 a	woman	 in	
Manchester, UK. 31 Swabs	of	the	woman’s	genitals	revealed	traces	of	sperm,	and	one	
of	 these	swabs	yielded	a	DNA	profile	 that	matched	Mr.	Scott’s.	This	was	 the	only	
evidence	against	him.	The	forensic	scientist	who	processed	the	sample	at	that	time	
said: “It is estimated that the chance of obtaining matching DNA components if the DNA 
came from someone else unrelated to Adam Scott is approximately 1 in a billion” 32. But Mr. 
Scott	claimed	he	was	in	his	hometown	of	Plymouth,	UK	(more	than	200	miles	away)	
at	the	time	of	the	attack,	and	had	never	been	to	Manchester	in	his	life.	A	subsequent	
investigation	revealed	that	Mr.	Scott	had	become	implicated	as	a	result	of	accidental	
contamination	of	samples	within	the	lab.	The	day	before	processing	samples	from	the	
alleged	rape	victim,	the	lab	had	handled	a	DNA	sample	from	Mr.	Scott,	following	a	
‘spitting	incident’	in	Exeter,	UK.	Unfortunately,	the	disposable	plastic	plate	used	to	
analyze this sample had been inadvertently reused in the rape case, resulting in the 
misidentification.	The	true	perpetrator	was	never	found.

b) False DNA matches because of the quality of DNA samples taken from the crime 
scene
Normally,	all	the	DNA	profiles	taken	from	the	suspected	individuals	are	complete	
and of good quality, but the DNA samples taken from the crime scenes are usually 
not complete and their quality can vary. DNA can degrade over time and the sample 
taken from the crime scene can be a DNA mixture of more than one person. Mixed 
DNA	profiles	are	always	open	for	interpretation.	For	these	reasons,	the	DNA	matches	
in these scenarios are partial matches. Having a partial DNA match increases 
considerably the chances of having a false DNA match and these chances increase 
proportionally to the size of the DNA database.

c) False DNA matches because of the similarity of DNA in relatives
Although	nearly	99.9%	of	the	DNA	in	humans	is	identical,	they	can	be	individualized	
precisely	 through	 the	 DNA	 analysis	 of	 the	 remaining	 0.1%	 (except	 for	 identical	
twins).	False	DNA	matches	can	occur	 in	 the	case	when	the	DNA	database	finds	a	
match	between	the	DNA	profile	found	on	the	crime	scene	and	the	DNA	profile	of	an	
individual	taken	for	example	after	arrest.	In	the	case	when	the	crime	is	not	committed	
by	this	person	but	from	a	close	relative	(twin,	brother,	sister,	parent,	children,	cousin)	
the	 DNA	 database	 might	 falsely	 find	 a	 match	 thus	 wrongfully	 considering	 the	
individual arrested as the author of the crime.

https://www.nytimes.com/2017/09/04/nyregion/dna-analysis-evidence-new-york-disputed-
techniques.html?_r=0
https://www.theguardian.com/science/2017/oct/02/dna-in-the-dock-how-flawed-techniques-send-
innocent-people-to-prison.
 31	   https://www.bbc.com/news/uk-19782917.
 32	  Report into the circumstances of a complaint received from the Greater Manchester Police on 7 March 
2012 regarding DNA evidence provided by LGC Forensics https://assets.publishing.service.gov.uk/
government/uploads/system/uploads/attachment_data/file/118941/dna-contam-report.pdf.
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d) False DNA matches in other country’s databases, because of the differences in 
STRs
The	standards	used	to	create	a	DNA	profile	have	changed	with	time	and	vary	from	
country to country. Common sets of Short Tandem Repeat (STR) markers or “core 
loci” that are required for entry of DNA genotype data into national or international 
forensic	DNA	databases	differ	in	number	and	type.	The	lower	the	number	of	STRs	
required	for	a	DNA	match	the	higher	the	likelihood	that	a	false	DNA	match	will	occur	
by	chance.	Routine	cross-border	speculative	searching	of	crime	scene	DNA	profiles	
against	stored	DNA	profiles	from	individuals	arrested	in	other	countries	is	therefore	
likely	to	throw	up	many	more	false	matches	than	if	such	searches	are	restricted	to	
one	country	or	limited	to	only	a	small	number	of	profiles. 33 Thus,	while	the	U.S.	uses	
21	STRs	at	different	places	in	the	genetic	sequence,	UK	uses	10	STRs,	Germany	uses	8	
STRs,	and	Interpol	uses	7	STRs,	as	presented	in	the	table	below: 34

STRs United States 
of America

United 
Kingdom

Germany Interpol

CSF1PO 
FGA    
TH01    
TPOX 
VWA    
D3S1358    
D5S818 
D7S820 
D8S1179    
D13S317 
D16S539  
D18S51    
D21S11    
D1S1656 
D2S441 
D2S1338  
D10S1248 
D12S391 
D19S433  
D22S1045 
SE33 
Amelogenin    Optional

e) False DNA matches because of the intentional plantation of DNA profiles in the 
crime scene.
DNA	profiles	in	the	crime	scene	can	be	intentionally	planted	by	the	real	authors	of	
 33	  dnapolicyinitiative.org/resources/dna-databases-and-human-rights/.
 34	  For more information see https://strbase.nist.gov/coreSTRs.htm.
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the crime (or their collaborators) to purposely mislead the criminal investigations 
hoping	that	they	(and	the	court	decisions	following	afterwards)	will	conclude	in	the	
conviction	of	the	chosen	innocent	person	(whose	DNA	profile	was	planted)	and	thus	
closing the criminal investigations for the real authors of the crime. To achieve this 
the criminals just have to carefully and logically place on the crime scene certain 
items	 that	have	 the	DNA	profile	of	 the	chosen	 innocent	person	 like	hair,	 chewing	
gum,	cigarette,	glasses,	a	bottle	of	beer,	etc. 35.

f) False DNA matches because of the fabrication of DNA from the DNA profile 
database
The	DNA	profiles	planted	on	the	crime	scenes	can	be	natural	or	artificial	(fabricated)	
DNA	 profiles.	According	 to	 the	 statements	made	 by	 the	 scientists	 of	Nucleix 36 in 
their paper “Authentication of forensic DNA samples”, 37 published online by the 
journal Forensic Science International Genetics “… DNA evidence can be faked and 
planted in crime scenes … DNA with any desired genetic profile can be easily synthesized 
using common and recently developed biological techniques, integrated into human tissues 
or applied to surfaces of objects, and then planted in crime scenes.”. Scientists have proved 
to be able to fabricate blood and saliva samples containing DNA from a person other 
than	the	donor	of	the	blood	and	saliva.	They	showed	that	if	they	had	access	to	a	DNA	
profile	 in	a	database,	 they	could	construct	a	 sample	of	DNA	to	match	 that	profile	
without	obtaining	any	tissue	from	that	person.	So,	the	existence	of	an	individual’s	
DNA	profile	data	in	a	forensic	database,	owned	and	managed	by	the	state,	bears	in	
itself the risk of this data being used for fabrication of that DNA and later used for 
illegitimate purposes.

4.2 Risk associated and related to forensic DNA profile databases

a) The risk of forensic DNA databases being used in tracking down individuals or 
their relatives
The	 forensic	DNA	profile	 in	a	database	can	be	misused	 to	 track	 the	movement	of	
different	 individuals	or	 their	relatives	even	if	 they	haven’t	committed	a	crime.	For	
example,	in	a	state	with	restricted	freedom	of	speech	or	political	rights,	samples	of	
DNA taken from the scene of a political meeting can reveal the identity of persons 
being present. Also in a similar scenario forensic DNA databases can be used to track 
down	the	relatives	of	certain	individuals	that	might	be	in	exile	for	political	reasons.
Also,	DNA	databases	can	be	used	by	anyone	that	can	infiltrate	the	system	to	identify	
individuals	 that	are	part	of	 the	witness	protection	programs	because	even	 if	 these	
people might change their appearance and might use a fake identity they still cannot 
change	their	DNA.	Another	way	to	identify	and	track	down	these	people	is	through	
the	identification	of	their	relatives	in	the	DNA	database.

 35 In 1992, Canadian physician John Schneeberger foiled the DNA tests made during the investigation in a 
rape case, by implanting in his arm a tube containing another man’s blood. See: https://forensicfilesnow.
com/index.php/2018/11/01/what-happened-to-dr-john-schneeberger/.
 36	  Nucleix is a company based in Israel (Tel Aviv) that has developed a test to distinguish natural DNA 
samples from artificial ones. https://www.nucleix.com/.
 37	  https://www.fsigenetics.com/article/S1872-4973(09)00099-4/fulltext.
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b) The risk of forensic DNA databases being used for extracting other private 
information related to health issues or their relation with other relatives
The	 forensic	 DNA	 profile	 in	 a	 database	 can	 be	 misused	 to	 know	 other	 private	
information about individuals like for example their health issues or their relation 
with	other	relatives	like	paternity	or	non-paternity.	This	information	can	be	used	for	
example	by	insurance	companies	that	can	put	a	red	flag	on	an	individual	case,	based	
on	the	health	 issues	this	 individual’s	DNA	profile	data	present,	or	can	be	used	by	
anyone trying to blackmail an individual based on the paternity data presented by 
their	DNA	profile	and	that	of	their	relatives.

c) The risk of DNA databases being used towards ethnic minorities
In many countries, ethnic minorities are more likely to be arrested and prosecuted for 
criminal	offenses	(this	due	to	different	economic,	social,	educational	factors).	For	this	
reason,	DNA	databases	 include	a	disproportionate	number	of	DNA	profiles	 taken	
from the individuals belonging to these minorities. Usually, the Police databases 
keep information even about the individual’s ethnicity but besides that, the DNA 
profile	can	be	used	in	itself	to	ascertain	the	ethnicity	in	a	more	precise	way	without	
the need of seeing the person. 
‘Ethnic	profiling’	is	not	a	new	practice	in	the	Member	States	of	the	European	Union,	
but it appears to have become more prominent in reaction to the terrorist bombings in 
the	United	States	of	America	(USA,	2001),	Madrid	(2004),	and	London	(2005),	as	well	
as increased concerns over illegal immigration. In turn, concerns have been raised 
by intergovernmental organizations such as the United Nations (UN), the Council of 
Europe,	and	the	European	Union	(EU),	as	well	as	non-governmental	organizations	
working	in	the	area	of	human	rights	protection.	In	particular,	it	has	been	argued	that	
ethnic	profiling	not	only	conflicts	with	the	law	relating	to	discrimination	but	also	has	
damaging	social	effects. 38
The	existence	of	ethnic	information	in	a	database	and	ethnic	profiling	as	a	concept	
opens the possibility of such records being used to facilitate discrimination by 
restricting jobs, visas, housing, maximum sentences, or even serious abuses of human 
rights like ethnic cleansing or genocide.

d) The risks of DNA databases due to their nature as electronic data
Forensic	 DNA	 databases	 are	 prone	 to	 the	 same	 risks	 associated	with	 the	 data	 in	
a	digital	world.	The	DNA	profile	data	 in	a	 forensic	DNA	database	can	be	copied,	
deleted,	modified,	transferred,	backed	up,	hacked,	leaked,	or	breached 39. These risks 
increase	 significantly	 if	many	users	have	 access	 to	 these	databases	 if	 there	 are	no	
proper	control	and	security	systems	if	there	are	no	investments	in	keeping	up	with	
the	 latest	 technologies,	 if	 the	partners	 (other	 countries)	with	whom	you	exchange	
data do not use the same security standards, etc.
The possibility that the reality regarding the proper storage and use of forensic 
DNA	profile	data	is	actually	different	from	what	is	designated	by	the	law	and	the	
 38	  For more information, see “Towards More Effective Policing - Understanding and Preventing Discriminatory 
Ethnic Profiling: A Guide” Luxembourg: Publications Office of the European Union, 2010
ISBN 978-92-9192-489-9, doi:10.2811/40252: https://fra.europa.eu/sites/default/files/fra_
uploads/1133-Guide-ethnic-profiling_EN.pdf.
 39	  Now it is even possible to encode a malware inside the DNA and use it to hack a computer. See: https://
www.technologyreview.com/2017/08/10/150013/scientists-hack-a-computer-using-dna/.
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security	measures	is	very	high.	The	forensic	DNA	profile	databases	and	their	DNA	
data	face	the	same	risks	associated	with	the	vulnerability	of	banking	data,	e-mails,	
telecommunication	data,	etc.	As	early	as	1988,	the	now-defunct	U.S.	Congressional	
Office	of	Technology	Assessment	warned	that	the	IT/genomics	sector	had	spawned	
avalanches of genetic data that are “persistent and widely shared, and difficult for the 
subject to know about, to access, to verify, or to correct.” 40.

5. Conclusions and recommendations

The	DNA	profile	data	can	be	considered	as	the	‘most	valuable	information’	protected	
by the constitutional or international provisions sanctioning the individual’s ‘right 
to	respect	for	private	life’.	Over	the	following	years,	forensic	DNA	profile	data	and	
databases,	used	by	states	 for	 investigative	and	prevention	purposes,	will	 certainly	
expand	even	more	and	the	technology	related	to	it	will	become	more	sophisticated,	
more	secure,	less	costly,	but	also	more	prone	to	different	risks	associated	to	technology.
The	 current	 legitimate	point	 of	 balance,	 between	 the	 extended	 rights	 of	 the	 states	
in	collecting,	storing	and	using	(even	exchanging)	the	forensic	DNA	profile	data	of	
individuals and the individuals ‘right to respect for private life’ is established based 
on	the	belief	that	the	forensic	DNA	profile	was	and	still	is	the	ultimate	unquestionable	
scientific	tool,	and	an	infallible	and	totally	reliable	proof,	that	could	help	resolve	every	
crime and convict even the most cautious criminals. Accepting the true nature and 
importance	of	forensic	DNA	profile	data,	based	on	its	integrity	and	reliability	issues,	
and taking into consideration the risks associated to forensic DNA databases, should 
make the legislative, courts, human rights organizations, media, and every single 
individual, rethink the current legitimate point of balance.
The	current	differences	in	the	regulatory	frameworks	of	the	states	and	in	their	court	
jurisprudence	present	also	differences	in	the	protection	of	individuals	‘right	to	respect	
for	private	life’,	especially	when	the	states	continue	to	exchange	between	them	the	
data	of	their	forensic	DNA	databases,	and	when	people	nowadays	easily	live	their	
life	among	more	 than	one	criminal	 jurisdiction.	Unification	on	 the	standards	used	
to protect the individuals ‘right to respect for private life’ regarding forensic DNA 
databases should be implemented, because the DNA data of an individual is the most 
personal and valuable information protected by the ‘right to respect for private life’.
Taking	 into	 consideration	 the	 pace	 by	 which	 the	 states	 continue	 to	 enlarge	 their	
forensic DNA databases and the pace a legislative change needs to traverse, the idea 
of	establishing	a	new	and	unified	point	of	balance	towards	narrowing	the	extended	
rights of the states on forensic DNA data seems urgent.
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