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Abstract

The signature is the substantial element of formal legal acts that define their legal value. 
In a technology advanced world, the application of electronic signature is facilitating the 
realization of legal acts. In order to set out the value of the electronic signature it is important 
to understand the functions of the e-signature and how the legislation has responded to its 
application. This paper sets out an interpretation of the legal provisions of e-signature in 
Albanian legislation and the legal and probative value given to it, especially when it is used 
in private legal acts.
Even though the development of technology should not jeopardize the application of legal 
principles, the Albanian judges and lawyers have to deal with these new forms of legal acting 
and have to be prepared to apply the legal principles to the new and advanced forms of 
expressing will. 
Having regard of the lack of interpretation on the case, by judges the paper tends at interpreting 
the legal value and the probative effect of the e-signature by facing the provisions of the law 
that regulates the e-signature with the provisions of Civil Code and Civil Procedural Code of 
Albania.
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1. Introduction

The main purpose of the legislation is to reflect and to be in consistence with the social 
and technological developments.  The use of technology is significantly expanded 
and its use is necessary to be regulated by law. The signature of a document is the 
main element that determines the authenticity of a document. Without the signature 
the document will not have legal effects. (ACC, art. 81)It is the expression of the will 
and of the acceptance of the offer. The function of the signature remains the same as a 
manner of validation and authentication even in an electronic document. It is not clear 
although if the same principles as in hand –written signature should be applied on 
the electronic signature even though judges have always been required to apply the 
law, regardless of the technology used, and the development of the networked world 
is no different.  (Mason, 2012) The e-signature should guarantee the authenticity of 
the document thus it should guarantee that the document is the expression of an 
“identified” will. It is considered as the substitution of the hand –written signature, 
when the last is impossible to use. E-signature is permitted by many legislations but 
there are some legal elements that it should have to be known as legally binding. 
The EU Directive on E-Signature (1999/93/CE) was the first to affirm the legal effect 
of the e-signature. According to art. 5 of the directive, an electronic signature can’t 
be rejected just because it is created electronically. EU Directive 1999/93 was later 
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replaced by EU Regulation No 910/2014 known as the eIDAS which aims to ensure 
that electronic measures such as e-signature have the same legal status and validity as 
their traditional paper-based equivalents. According to the Regulation the electronic 
signature means “any data in electronic form which is attached to or logically associated 
with other data in electronic form and which is used by the signatory to sign”. According 
to the definition parties of legal relations can transact through each other by using 
electronic signature platforms; which create electronic signatures that offer greater 
authenticity and security than a scanned document.
The legality of the electronic signature is also affirmed by the United Nations 
Commission on International Trade (UNCITRAL) by adopting the Model Law on 
Electronic Signature (2001) (MLES, 2001). The electronic signature is defined by 
the Model Law as “…data in electronic form, in affixed to or logically associated with a 
data message, which may be used to identify the signatory in relation to the data message 
and to indicate the signatory’s approval of the information contained in the data message”. 
(MLES 2001, art.2) As a delicate area, because it should respect and guarantee the 
authenticity of the document and the expression of the will, it is very important that 
this area should be regulated properly by national laws. The New Model Law also 
rules the effectiveness of a given electronic signature based on a pre-determination 
of its legal effect before it is used (Martinez Nadal & Ferrer Gomila, 2002). These 
efforts are an answer of the increased uses of electronic techniques, suggesting 
so the need of specific national laws to clarify and regulate the legal effect of the 
electronic documents and electronic signature. The New Model Law (2001), the EU 
Directive 1999/93 and the EU Regulation 910/2014 are documents which design a 
common approach for members states to adopt. The EU Directive, repealed later by 
the Regulation, lays down the criteria that form the basis for legal recognition of 
e-Signature. It sets down common requirements for certification service providers in 
order to secure cross border recognition and liability in cases of infringement. Unlike 
the Directive 1999/93 the Regulation 910/2014, known as eIDAS is legally binding 
in every member state aiming so to create a climate of trust that make it possible 
to strengthen e-commerce and e-signatures. (Regulation 910/2014 EU)Unlike the EU 
Regulation, the New Model Law it’s not binding for the respective member states. It 
comes more as a recommendation to member states to incorporate in their national 
law, but member states are allowed to modify or leave out some of the UNCITRAL 
Model Law provisions (Boss & Kilian 2008). It is recommended although that in order 
to achieve a satisfactory degree of harmonization and security, member states take 
due regard of its basic principles including technology neutrality, non-discrimination 
between domestic and foreign electronic signatures and parties autonomy. (MLES, 
2001)Despite international mechanisms used to create a common approach to adopt, 
national laws providing e-signature should be able to guarantee the authenticity of 
the person using the signature, its validity, the national authority responsible of the 
authenticity and validity. National laws should designate the proper mechanisms to 
recognize and give the same validity to e-signatures even when they are authorized 
by another national authority (mutual recognition of electronic identification).  
(Reg. 910/2014 EU) In the light of all these provisions, Albania has adopted its legal 
framework. Albanian law No. 9880, on 25.2.2008 on the “Electronic Signature” (Law 
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no.9880/2008) is in approximation with the EU Directive 1999/93/EC,EU Regulation 
910/2014 and has embraced the principles proclaimed by the Model Law. In addition 
to the Law No. 9880 on the e-signature a legal framework has been adopted in order to 
make possible the implementation of the law. (Law No. 107/2015) (Reg. No.69/2016) 
The definition of electronic signature is set out in Art 3 of the Law no 9880 where the 
electronic signature is defined as “any data in electronic form, which are attached to or 
logically associated with other data in electronic form and which serve as a way of verifying 
the signer’s identity and the authenticity of the signed document” is in accordance to the 
definition given by art 2 of the Directive, art. 6 of the Regulation and art 2 of the Model 
Law. As well as the above acts in which the Albanian law is based and oriented to 
regulate the e-signature, it provides the necessary provisions to establish the basic 
rules of legal validity of the e-signatures, its revocation, the exceptions in using the 
e-signature, the competent national authority responsible for the registration and 
certification, the providers of certification service activity and the legal liability. The 
Albanian law on e-signature implements the standard of non-discrimination between 
e-signature and hand written signature. A document should have the same validity 
if it is signed in an electronic form as it was signed in a hand written one.  (Law 
no.9880/2008, art.4) The e-signature in Albania is a new reality, it is not widely used 
but it is becoming a necessity in international contracts. This determines the necessity 
of a well-defined and productive legal framework. The Albanian legal framework on 
e-signature, its principles and provisions would be analyzed in the following issues. 

2.  The legal status of the E-signature in Albanian Law

The Albanian Law no. 9880 which sets the legal status of the e-signature has transposed 
the provisions of the EU Directive 1999/93/EC on the meaning of the e-signature and 
the different types provided by law. The law defines three types of e-signatures; 
electronic, advanced and qualified.
1. The electronic signature is defined by the law as electronic data attached or 

logically associated to any other electronic data or which is used by the signatory 
to sign. (Law No. 9880/2008, art. 3(1))

An electronic signatory platform, typically allows the signatory to write his signature 
directly on the document without involving any independent third party to verify 
the signature identity.(Oliphant, 2017) The definition of the electronic signature 
is not strictly defined because of the rapid development of the technology. This 
approach is expressed also in the EU Directive. (Directive 1999/93 CE, art.8)

2. The advanced electronic signature; is an electronic signature which should fulfill 
the following requirements:

a. Is given exclusively to a specific holder of the signature code;
b. Is capable of identifying the signatory code holder;
c. Is creating using secure means, which can only be controlled by the holder of the 

signature code.
d. Is linked to the data signed therewith in such a way that any subsequent change 

in the data is detectable.
The Forum of European Supervisory Authorities for Electronic Signature (FESA) 
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issued in 2004 a Working Paper where are explained the e-signature definition and 
criteria. The Working Paper of FESA explained technically what the required criteria 
aim to achieve; 
a) unlikely linked to the signatory, which is equivalent to the “given exclusively to a 
specific holder” defined by the law on e-signature, means that the same key must not 
be assigned to different persons and that the certification service provider must know 
which key he has linked to which person;
b) Capable of identifying the signatory. From this requirement the following can be 
derived:
1. The certificate is issued to the signatory. In most countries this is a natural 

person and not a legal person or a server.
2.  The certification service provider must somehow verify the identity before 

issuing the certificate (but the process of verifying the identity does not need to 
fulfill the high requirements which applied to qualified certificates). (FESA, 2004)

Advanced electronic signatures are a more sophisticated and secure form of electronic 
signatures. It is a digital signature that is created with public key cryptography and 
inserted into the code of the electronic document (Oliphant, 2017). The EU Directive 
provides also an advanced signature procedure with qualified certificate that requires 
face to face verification of the identity of the signer and can be used in specific 
cases. (Directive 1999/93 EC, Art.5). This provision is reflected in the law not as it is 
prescribed by the Directive, but as a different type of e-signature the qualified one. 

3. The qualified electronic signature

Art 3. (3) of the law defines the qualified electronic signature as an advanced electronic 
signature which;
e. rely on a qualified certificate, valid at the time of the signature creation,
f. is produced with a tool to ensure the security of the signature.
The qualified electronic signature uses the same security criteria as the advanced 
signature but requires that the validity of the signature should be prior validated and 
that the signature key should be in a qualified electronic signature creation device. 
The certification of the qualified signature is an electronic document which contains 
the information relating to the signer and the signer’s key (EUANIS, 2016).
The difference between the three types of signatures relies mostly in the level of their 
security, but also even in their legal effects. Thus, the qualified signature, because of the 
certification requirement from the qualified authority, is the most secure and the one 
to which the law gives the same legal effects and probative value as that of the written 
form. (Law 9880/2008, art.4)Art. 8 of the Law determine the legal presumption on the 
content of a document signed with a qualified electronic signature, according to which 
the content is presumed to be true unless proven otherwise. These provisionsare in 
compliance with art 5.1 of the Directive which establishes the equivalence between 
qualified electronic signatures and handwritten signatures. Even though the 
Directive grants the most relevant effects to qualified e-signatures, it also ensures 
protection to the other two types of electronic signatures. In accordance to the non-
discrimination principle, national legislation cannot deprive electronic signatures of 
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legal value solely because the signature is: 1) is in electronic form, (ii) is not based 
on a qualified certificate, (iii) is not created by a secure signature creation device, or 
(iv) is not based on a qualified certificate issued by an accredited certification service 
provider (Laborde, 2008). As a legal electronic signature is known only the electronic 
signature that: permits the signatory to be identified; is made by means that only the 
signatory holds exclusively and which is possible to detect any subsequent alteration 
to the data used (Spindler & Borner, 2002). According to the Albanian law the use of 
the electronic signature is voluntary. (Law No. 9880/2008, art 2) Documents may be 
used in electronic forms and where is no need for a hand-written signature they can 
be signed in each of the three types of the e-signatures. If there is a legal requirement 
of a statutory written form, electronic documents can only be used if they are signed 
with a qualified electronic signature, which according to art. 4 have the same effect 
as that of the written form.This equal legal effect of the electronic signature with that 
of the hand written one is based on a specific criterion; that of the authenticity of the 
electronic signature based on a certificate of qualification issued by a provider of 
certification service. 
As required by law, the provider of the certification service is a legal or natural 
person who should be registered at the National Authority for Electronic Certification 
(NAEC), after proving that he:
g. possesses the necessary credibility and specialized, appropriate knowledge, to 

exercise the activity as a provider of certification services;
h. possesses the necessary financial guarantee for potential damages, under art. 41 of 

the law. (Law No. 9880/2008, art 10,19)
The provider of the certificate, using the personal data of the person requesting a 
qualified certificate, should properly identify the requesting person. After the 
identification has been completed, the provider confirms the assignment of control 
code of the signature to the person identified by a qualified certificate. The provider 
must guarantee the confidentiality of the control code of the signature and that the 
data of the qualified certificate cannot be manipulated without being noticed. Only 
after the qualified certificate is issued the electronic signature can be identified as a 
qualified electronic signature and thus having the same legal effect as the hand written 
document. (Law No. 9880/2008, art 24, 25)Until now only two service providers 
are accredited to offer the certification service; the National Agency of Information 
Society (AKSHI), which is a public provider and ALEAT, which is a private one. 
(CMD No.42/2017)
The Albanian Law on electronic signature provides also the National Authority of 
Electronic Certification (NAEC) which is responsible for the control and supervision 
of the certification service providers.(Law no. 9880/2008, art 10 – 17) According to 
the law the NAEC, from now on“the authority” is a public institution under the 
competences of the Ministry of Interior, but which has a full autonomy in decision 
making. The authority has the competence to register and give authorization to 
the electronic service providers; it has the competence to interrupt temporally or 
permanently the activity of the service providers if their activity violates the law; or 
to invalidate the qualified certificates issued by the providers when the latter don’t 
meet the security requirements.  Because of the fact that Albania is not part of the 
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European Union, the qualified products and certificates issued by foreign providers 
are not automatically recognized. It is needed to be a mutual agreement between the 
states and the legalization form the authority. After the necessary changes made in 
2016 to the Law 9880/2008 the electronic signatures certified by the Qualified Services 
Providers and accredited by the relevant supervisory authority of member states of 
the EU, shall have the same legal validity and probationary value as the electronic 
signature revealed by the Qualified Services Provider which operates in Albania.
(Law no.9880/2008, art. 54(3))

3. The use of electronic signature in private legal acts

Although it is mainly used by public authorities, art 4 of the Law 9880/2008 includes 
the realization of legal acts using the electronic signature even by private entities or 
individuals. In such a case the validity and the probative effect of the e-signature should 
be interpreted in accordance to the provisions of the Civil Code and of the Procedural 
Civil Code. The concept of the legal act is provided by art. 79 of the Albanian Civil 
Code, according to which “the legal act is a legal expression of will by a physical or 
legal person aiming to create, change or end civil rights and obligations”.  As for the 
requirements of the form of the legal act, the Albanian civil legislation applies the 
principle of “freedom of form”, which invokes the right of the parties to apply any 
form or any other indisputable expression of will. If the legal act is made through a 
written document it shall be signed by the person who conducts it.(ACC, art 80, 81) 
The provisions of the Civil Code do not imply the use of the electronic documents or of 
the electronic signature, but they do not limit the concept of the manuscript one. Since 
the qualified electronic signature is considered by the Law 9880/2008 as equivalent to 
the manuscript signature the electronic signature constitutes an evidentiary private 
document. However, this cannot be an interpretation that can lead us to generally 
conclusions about all legal acts. The testament, as a legal act, constitutes the exception 
from the above interpretative rule. Even if the will is a holographic or a notarized one 
it should be signed personally by the testator in order to be valid.(ACC, art. 392- 397) 
The act of marriage also should be personally signed by both of the spouses. (AFC, 
art. 30, 31)This means that despite the equal legal effect that the law gives to the 
electronic signature as to the manuscript one, there are some legal acts that because 
of their specific nature or of the inability to be verified in other ways should not be 
valid if signed electronically. 
The existence of a legal act does not only rely in its validity but also in its probative 
value.
The nature of the act of signing differs between the application of a manuscript 
signature and the use of an electronic signature. This is because a manuscript 
signature, if authentic, is biologically linked to a specific individual, but cryptographic 
authentication systems bind signatures to individuals by way of software code 
and procedural mechanisms. The Albanian Civil Procedure Code determines the 
necessary criteria of probative effects of a document. According to art 246 – 253 of 
the Albanian Civil Procedure Code, a document, in order to have probative effects 
should meet the requirement of form, identity and expressed will. Given that the 
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qualified electronic signature document has to meet higher standards of identity 
and authenticity. Art 8 of the Law 9880/2008 applies the principle of presumption. 
This means that a qualified electronic signature will constitute evidence and should 
be considered valid and it can be challenged only by counter evidence. (Law no. 
9880/2008, art. 8) The Albanian judge has to presume as valid and with probative 
effect any electronic signature document, unless a third party challenges its validity 
or authenticity. As the qualified electronic signature permits the identification of the 
signatory but also it guarantees the indisputable link between the signatory and his 
signature should it can be considered as “an ad substantiam” document where the 
form gives undisputable validity to the document as it satisfies the requirements of 
art 246 of the Civil Procedure Code.

4. Final remarks

Since 2008, when Albania implemented for the first time the Law on electronic 
signature, the legal framework has been approximated to the EU Directives and 
regulations, making the necessary changes to the law in 2016. Despite the good efforts 
to adopt in time the legal framework, the application of the electronic documents 
and electronic signature started much later. In 2013 the Albanian Government 
lunched the e-government platform which included the application of electronic 
signature and electronic seal in the public administration and public services while 
the orientation of the private sector to apply for the electronic signature dates back 
to 2019. (E-Government Portal, 2013) The rare use of the electronic signature in the 
private sector can be explained by the lack of information of private bodies and it also 
leads to uncertainty regarding the legal effect of this form of signature. 
As mentioned in the paper the provisions of the Civil Code and the Code of Civil 
Procedure do not explicitly regulate electronic signature, which leaves room for 
interpretation. There is a lack of interpretation of these provisions by the Albanian 
jurisprudence and the Albanian doctrine to clarify the applicability of the provisions 
of Law no. 9880/2008 in accordance with the provisions of the Civil Code and of 
the Code of Civil Procedure. The lack of such orientation and interpretation leads to 
uncertainty to use the electronic signature as an alternative option of signature. It is 
very important for the Albanian courts to correctly apply the provisions on validity 
and probative effects to the electronic signature. The court should determine the 
type of the electronic signature according to the specific law governing them and 
then, based on the provisions of the Civil Code on the form of legal acts and on the 
above-mentioned provisions of the Code of the Civil Procedure on the documents 
and their value, should determine the value of the electronic signature and electronic 
document.
The importance of defining these elements comes as a result of the necessity to 
determine the value of the legal relationship created by signing an electronically a 
document as from it the individual or the private entity will be able to gain or not 
rights and obligations.  
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